At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate

conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.

For further guides, hints and tips, please visit nationalcollege.com.
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| WHATIS IT?

LOCATION TRACKING

Location tracking has always been

a fundamental part of the way mobile

phones work, the most basic element of which is
the ability to triangulate a device’s position in
relation to a mobile network’s radio masts. As
smartphones became popular, Global Positioning
system (GPS), Wireless networking (Wi-Fi), and
Bluetooth Low Energy (BLE) technologies
complemented this, any one or combination of
which can now feed highly accurate location data
via any app on that device.

DISABLE WHEN
NOT IN USE

It’s possible to turn off or limit location

sharing on mobile devices, but this will also
disable other features such as street navigation.
It may be better to explore which apps are using
location sharing and in what ways and that young
people know to turn if off when the app is not in
use.
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DISCUSS THE RISKS

Young people are often unaware that

location sharing is powerful and open to

abuse. Talk to them about how it can be misused
and discuss the importance of keeping their data
private. Tell them to never provide others with
unauthorised access to their phone and to always
keep it locked when not in use.

John E Dunnis a hugely accomplished cybersecurity expert who has
edited and written for numerous computer and technology magazines
since the early 1990s, most recently Which Computing, The Register,
Computerworld and Naked Security. He is the co-founder of Techworld

and has featured on BBC TV/radio as well as CBC Canada.
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Know the risks

NON-CONSENSUAL
MONITORING

Whilst location tracking has many benefits, a
number of apps have recently emerged that allow
location data to be sent to third parties. This
inevitably raises the risk of location trqcklng

apps being used, WIthout consent to keep tabs on
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A function of mobile operating systems is to
document location history, which can provide
someone with access to all past locations a child
may have visited since location permission was
granted. Anyone with access to a child’s phone
could establish where they go and when an build

up a pattern of where they are likely to be at any
particular time of the day.

STALKING APPS

Whilst these apps are often illegal, gathering
evidence for prosecutions can be difficult. Stalking
apps are designed to monitor someone’s
smartphone communication and location without
their knowledge or consent and could be used as
part of harassment or stalking activity.

TALK ABOUT LOCATION « O
MONITORING

Remind children that smartphones are a powerful
technology that can monitor and record
everywhere a person goes as well as all their
communication. Talk about the law and about
what they can and can’t do to others and that
monitoring someone else’s location without their
consent is a huge invasion of their privacy.
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