At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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“ TELEGRA

Telegram isn’t new, but it’s grown significantly in popularity over recentears, hanks to its secure’nature

=

and speedier performance than many of its competitors — including WhatsApp. While Telegram is an

excellent app in terms of actual performance, like any messaging platform it brings its own
challenges for parents when it comes to feeling confident about children being able to handle
their own messaging conversations and contact with the outside world in general. Here's
everything that trusted adults need to know about using Telegram safely.

WHATARE |-
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LACK OF AGE
RESTRICTION

Telegram has a 16+ age restriction
on using the service, while someone
is required to be over 17 to actually
download the aﬁp. Once that's
accomplished, however, there’'s no
need to provide further identification.
That means there’s no guarantee
that under 17s aren’t using the qpﬁ =
and no way to confidently verify that
any other user actually is who they
say they are.

POSSIBLE CYBERBULLYING 7

If your child uses Telegram,
they could well be in a group
with friends and peers on the
app. These groups are
managed by admins who can
_ remove the option to post replies -
possibly leading to instances of
cyberbullying in which the victim
has no ability to respond. Messages
can be forwarded from groups, too,
which potentially opens up images
and text being seen by to people they

weren’t intended for. ,
~ UNMODERATED
CONTENT ~
Because Telegrom relies on users’
self-moderation, it can sporadically

become a hotbed for illegal or
inappropriate content. In the past,
the circulation of this material has
led to its temporary removal from
the App Store. In fairness, the same
=y CON be said of several messaging
kﬁ latforms, but Telegram'’s features
Secret Chats, for instance) certainl
present more issues than the likes o

PREMIUM COSTS

Telegram is free to use, but it also
offers a premium membership
(£4.99 per month or £35.99 a year)
which increases download speeds,
adds translation features, and
increases channel and account
limits. If your child has access to
your Apple ID or Google Pay details,
they may be able to sign up for the
Ir(;remium package without your
nowledge.
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One of Telegram’s major selling
points is that it's accessible across
multiple platforms. Once the app’s
been downloaded, users can log in
from a phone, tablet or computer.
This multi-device availability
means increased opportunities for
someone else to gain unauthorised
access (if your child leaves a
computer or tablet at school logged
into their Telegram account, for
instance).

SECRET CHATS

| Telegram offers a feature called
Secret Chats, which allows for
messages which self-delete after a
specified period of time. There are
instances where this can be useful
(journalists often use Telegram to
rotect their sources, for exam Ie),
ut for young people it can make it
extremely difficult to prove that
someone has been abusive or
inappropriate towards them on the

app.
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If your child wants to use Telegram, e s important that your child understands the If your child receives private messages which )
we'd strongly suggest using the app’s merits of strong passwords and logging out of .Y include content that could be considered )
built-in privacy settings to restrict who can see devices when they‘re finished — and the benefits of \ illegal, unsafe or upsetting, they can of course
when they were last online, their profile photo, and protecting their personal data in general. This could block the account responsible within the app
their phone number. This can be set to ‘everybody’, range from relaxed chats and simple tips like “don’t | || itself. Be aware, however, that Telegram won't &
Bl my contacts’ or ‘nobody’: we'd recommend either send your bank details” to how to set up passcodes | | necessarily take any further action it unless o
y y | PP Y y
the second or third options, depending on how locked for Telegram so your child’s chats stay secure when this offensive content involved a user-created
down you want the platform to be. they step away from their screen. channel, bot or sticker. —
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USE THE BLOCK FUNCTION ’ PROTECT PAYMENT METHODS o
===
Users can block spam, abusive, or imposter accounts within the app. ¢ .,‘ Apple and Google’s storefronts offer family sharing options, <
Blocking stops that account from messaging your child, or viewing their but it's also worth double-checking your settings to ensure that
Profile and activity. If the user in question is one of your child’s peers or a password or two-factor authentication option is set up to prevent
« friendship circle, it may be worth bringing it to the attention of their school. any unexpected purchases. If your child does pay for a premium
Also bear in mind that your child can also voluntarily leave a Telegram Telegram subscription without your consent, Apple and Google have
group at any point if they wish. been known to issue refunds in some cases.
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Lloyd Coombes is Editor in Chief of gaming and esports site GGRecon and

has worked in the gaming media for around four years. A regular visitor to ®
the App Store to try out new tools, he’s also a parent who understands the == a et
value of online safety. Writing mainly about tech and fitness, his articles s V... e~ o
have been published on influential sites including IGN and TechRadar. : ' e -. B Vi
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 10.05.2023



